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Case Studies

Tutorial sheet 5



What are Meltdown and Spectre attacks?

* How does computer work?!! (3) output

(2) Executing
the program

pe

(1) Loading
the program




What are Meltdown and Spectre attacks?

Meltdown is a bug that “melts” security boundaries.

Spectre is a vulnerability which the attacker exploits to impliment data exfiltration attack (i.e.,
collecting important information from memory)

Security flaws in micro processors

Almost all devices are vulnerable - Concerns all
intel processors
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What are Meltdown and Spectre attacks?

More details:

MELTDOWN

Logically, reading from memory should work like this:

Does the application have permission to
read from this address?

Yes No

Read from
memory

* Raise an
Report results

“exception”

But to save time,
Intel processors

execute these
steps out of order.

Read from memory Meltdown

Does the application have permission to
read from this address?

No
Yes Raise an

“exception”

By masking exceptions and using a side channel that
Reportresults times how long it takes to read from memory, Meltdown

can steal secret data.



What is NOTPetya attack?




What is NOTPetya attack?

% wWanna Decryptor 1.0

Payment will be raised on

5/15/2017 16:25:02

Time Left

Your files will be lost on

51972017 16:25:02

Time Left

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have heen encrypted. Maybe you are busy looking for a
way to recover your files, but do not waste your time. Nobody can recover your
files without our decryption service.

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. (But you _
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

If you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay In 7 days, you wont be able to recover your files forever.

How Do | Pay?

Send $300 worth of bitcoin to this address:

162G qZCTcys6eCjDKE3DypCiXi6QWRVEV1 |

bitcoin
ACCEPTED HERE

You became victim of the PETYA RANSOMWARE!

The harddisks of your computer have been encrypted with an military grade
encryption algorithM. There is wo way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Dowunload the Tor Browser at "https://uww.torproject.org/". If you need
help, please google for "access onion page".

2. Visit one of the following pages with the Tor Browser:

http://petya37hbtbhyvki.onion/N19fvE
http://petyaSkoahtsf7sv.onion/N19fvE

3. Enter your personal decryption code there:

&

If you already purchased your key, please enter it below.

Rey: _



What is NOTPetya attack?

Oops, your 1important files are encrypted.

If you see this text, then your files are no longer accesible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time. Nobody can recover your files without our
decryption service.

We quarantee that you can recover all your files safely and easely. All you
need to do 1s submit the payment and purchase the decryption key.

Please follow the instructions:
Send $3080 worth of Bitcoin to following address
1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX
Send your Bitcoin wallet ID and personal installation key to e-mail
wowsmithl234560@0posteo.net . Your personal installation key:
mFSbvr- thFa7x-UkLKM7-hFs jHD-NMndbJ-9pitDG-COxnDN-1AZxjD-xLh3Th

If you already purchased your key , please enter 1t below.
Key:




NotPetyva causes $10B+ in losses

Paralyzed operations of some of the largest businesses worldwide
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The most expensive cyber incident in history —<=~ ForeScout



Questions:

* How these kinds of attack techniques could be exploited in an attack
on critical infrastructure?

* What mitigations are possible for these kinds of attacks?



