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What are Meltdown and Spectre attacks?

• How does computer work?!!

(1) Loading
the program 

(2) Executing 
the program

(3) output



What are Meltdown and Spectre attacks?
Meltdown is a bug that “melts” security boundaries.

Spectre is a vulnerability which the attacker exploits to impliment data exfiltration attack (i.e., 
collecting important information from memory)



What are Meltdown and Spectre attacks?

More details:



What is NOTPetya attack?



What is NOTPetya attack?



What is NOTPetya attack?



The most expensive cyber incident in history



Questions:

• How these kinds of attack techniques could be exploited in an attack 
on critical infrastructure?

• What mitigations are possible for these kinds of attacks?


