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Types of Risk

• Financial
• Equipment failure
• Safety

• Information security

ALARP



Risk Management Process

• Frame – framework for risk decisions; risk 
tolerance; safety and security; availability; and 
physical operating environment.
• Assess – identify threats and vulnerabilities; harm 

and likelihood; effect on physical process, 
dependent systems, and physical environment; and 
safety.
• Respond – to identification of risk (acceptance, 

avoidance, mitigation, sharing, transfer).
• Monitor – implementation; changes in 

environment; effectiveness and efficiency.



Risk Management Process

From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security



Framing Risk

• Risk assumptions – threat, vulnerabilities, impact 

and likelihood

• Risk constraints

• Risk tolerance

• Priorities and trade-offs

• Safety is likely to be a major consideration



Risk Tolerance

From CSA Singapore Guide to Conducting Risk Assessment for CII



Some OT Specific issues

• Legacy systems and organizational tolerance levels
• Availability requirements
• Inter-dependent systems
• Logical and Physical impact on inter-connected OT, 

for example by worm propagation (logical) or 
physical hazard



From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security

Possible OT Impact Levels



Risk Assessment

• Tools, techniques and methodologies
• Roles and responsibilities
• Collection, processing and communication of risk 

assessment information
• Conduct of risk assessment
• Frequency
• Obtaining threat intelligence



Different Information Sources

From https://www.ncsc.gov.uk/collection/risk-management-collection/



Approaches to Risk Assessment

• Component-driven – bottom-up
• System-driven – top-down

From https://www.ncsc.gov.uk/collection/risk-management-collection/



From https://www.ncsc.gov.uk/collection/risk-management-collection/



Risk Assessment

• Sources: CISA, NIST NVD, MITRE ATT&CK for ICS

• Poor coding practices, network designs or device configurations
• Vulnerable network services and protocols
• Weak authentication
• Excessive privileges
• Information disclosure

• Risk = Function (Likelihood, Impact)

• Safety



From: NIST sp 800-30(r1) – Guide for conducting risk assessments



From: NIST sp 800-30(r1) – Guide for conducting risk assessments



Threat Sources

• Adversarial – Capability, Intent, Targeting: 
Colonial Pipeline (2021)
• Accidental – NASA Fire – patch and reboot 

cause oven to stop running; 3.5 hours to 
detect
• Structural – Browns Ferry-3 PLC Failure –

dual redundancy connected to same 
network (2006)
• Environmental – Fukushima (2011)



Threat Events



Example of Predisposing conditions -
Software



Responding

• Alternative courses of action
• Evaluation of alternative courses
• Courses of action consistent with risk tolerance
• Implementation

• Accept; Avoid; Mitigate; Share; Transfer



Monitoring

• Verification that planned risk response is 
implemented and compliant with any legal 
requirements
• Determining on-going effectiveness
• Identify risk-impacting changes to organizational 

information systems.



Special Areas
• Supply Chains
• Safety Systems



Three Tiers

• Organization

• Mission/Business Process

• Information System (IT and ICS)



From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security

Risk 
Management 

Process



Organization

• Governance – strategic alignment; execution of risk 
management processes; effective and efficient 
allocation of resources; performance-based 
outcomes; and delivered value by optimized risk 
management investments.
• Risk Executive – individual or group
• Risk Management Strategy
• Investment strategy



Mission/Business Process

• Risk-aware mission/business processes
• Enterprise architecture – segmentation, 

redundancy and elimination of single points of 
failure
• Information Security Architecture – people, 

processes and technology



Mission/Business Process

From: NIST sp 800-39 – Managing Information Security Risk



Information Systems

• Initiation - requirements
• Development/acquisition
• Implementation
• Operation/maintenance
• Disposal



Trust and Trustworthiness

• Trust: the belief that an entity will behave in a 

predictable manner in specified circumstances.

• Trustworthiness is an attribute of an entity.

• Trustworthiness of Information Systems:

• Security functionality

• Security Assurance



Organizational Culture

• Values, beliefs and norms
• Willingness to adopt new and leading edge

technologies
• Inter-organization culture dis-connect can be the 

cause of problems.



From: NIST sp 800-30(r1) – Guide for conducting risk assessments









TTP = Tactics, techniques and procedures













From: NIST sp 800-30(r1) – Guide for conducting risk assessments











Worked Example (Hacking 
Exposed)

• Potential Threat Source(s) Nation-state; insider; 
malware
• Attack Stack-based buffer overflow
• Threat Vector Web interface; local network
• Vulnerability CVE-2016-0868
• Target Allen-Bradley MicroLogix 1100



Worked Example (Hacking 
Exposed)

• Potential Threat Source(s) Nation-state; insider; 
malware
• Attack Stack-based buffer overflow
• Threat Vector Web interface; local network
• Vulnerability CVE-2016-0868
• Target Allen-Bradley MicroLogix 1100
• Abuse case/objective Execute code; gain control; 

modify configuration
• Potential consequences Loss of control/vision; data 

corruption; damage



Worked Example (Hacking 
Exposed) – connected device

• Potential Threat Source(s) Nation-state; insider; 
malware
• Attack Memory corruption via kernel-mode driver
• Threat Vector Malicious file opened in a web 

browser
• Vulnerability CVE-2016-0005 (0008, 0009)
• Target Workstation running Windows 7 SP1 and IE
• Abuse case/objective Execute code; gain control; 

pivot
• Potential consequences damage; pivoting



Worked Example (Hacking 
Exposed) - correlated

• Potential Threat Source(s) Nation-state; insider; 
malware
• Attack Stack-based buffer overflow
• Threat Vector Web interface; local network; 

engineering workstation
• Vulnerability CVE-2016-0868
• Target Allen-Bradley MicroLogix 1100
• Abuse case/objective Execute code; gain control; 

modify configuration
• Potential consequences Loss of control/vision; data 

corruption; damage



Worked Example (Hacking 
Exposed)

• Risk = F(Severity, Criticality, Likelihood, Impact)
• F(s,c,l,i) = (s + 2c + 2l + 2i)/4 
• Even weighting 
• Vulnerability severity: 9.8
• Asset criticality: 3.0
• Attack Likelihood: 2.5
• Impact: 3.0
• Risk: 6.7



Risk Management Process

• Frame – framework for risk decisions; risk 
tolerance; safety and security; availability; and 
physical operating environment.
• Assess – identify threats and vulnerabilities; harm 

and likelihood; effect on physical process, 
dependent systems, and physical environment; and 
safety.
• Respond – to identification of risk (acceptance, 

avoidance, mitigation, sharing, transfer).
• Monitor – implementation; changes in 

environment; effectiveness and efficiency.



Response

• Analyse different courses of action
• Conduct cost-benefit analyses
• Address scalability issues for large scale 

implementations
• Examine interactions/dependencies amongst risk 

mitigation approaches
• Assess any other factors



ICS Risk Assessment

• Impacts on safety and the use of safety 
assessments.

• Physical impact of a cyber incident on an ICS.

• The consequence of risk assessments of non-digital 
control components.



Non-digital OT Control 
Components

From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security



Safety

• UK HSE Guidance to Safety Inspectors – Major 
Accidents and Loss of Essential Services
• Protect, Detect and Respond
• Defence in Depth
• Organizational counter-measures
• Protective counter-measures
• Detect and Respond counter-measures

• Inspectors assessing:
• Adequacy of a cyber security management system
• Adequacy of cyber security counter-measures



Physical Impacts

• How manipulation of sensors and actuators could 
create an impact
• What redundant controls exist to prevent an impact
• How a physical impact could emerge based on 

these conditions: for example, release of hazardous 
materials, explosions, …
• Focus on human safety, damage to the 

environment and damage to other critical 
infrastructures
• Cascading failure and short- or long-term outages



From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security

Safety Instrumented Systems



Connected Systems

• Physical or Logical Dependencies

From: Anytown: Final Report
A DEFRA funded project - Community 
Resilience Funding for Local Resilience Forums 
in England
Matthew Hogan, London Resilience Team


