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Glossary

e DCS: Distributed Control System — intelligence
gathering throughout controlled process

* |[ED: Intelligent Electronic Device — |/O capability

* PLC: Programmable Logic Controller — User
programmable

* RTU: Remote Terminal Unit —a computer with radio
interfacing

e SIS: Safety Instrumented System
* SCADA: Supervisory Control and Data Acquisition



CNI Sectors (UK)

* 13 sectors: * Food

* Chemicals * Government
* Civil Nuclear * Health

* Communications * Space

e Defence * Transport

* Emergency Services * Water

* Energy

* Finance



Control Components

 SCADA, DCS and PLCs
* Electrical — for example, sensors
* Mechanical — for example, valves

* Hydraulic — for example, hydraulic
presses

* Pneumatic — for example in HVAC
control systems



ICS Industrial Sectors

* Manufacturing

* Process-based:

e Continuous Processes — for example, petroleum in a refinery or
distillation in a chemical plant.

e Batch Manufacturing — distinct start and end point, for example
in food production.

* Discrete: parts assembly and machining

 Distribution industries — typical in critical
infrastructure (for example power or water
distribution).

* Difference in geographic spread: manufacturing
normally localized.
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Ladder Logic (Wikipedia)
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Continued
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Siemens Step /

Mnemonic Program Elements Catalog Description

AW Word logic instruction And Word

oW Word logic instruction Or Word

CD, CU Counters Counter Down, Counter Up

S.R Bit logic insfruction Set, Reset

NOT Bit logic instruction Negate RLO

FP Bit logic instruction Edge Positive

+ Floating-Point instruction Add Accumulators 1 and 2 as Integer

/l Floating-Point instruction Divide Accumulator 2 by Accumulator 1 as
Integer

*| Floating-Point instruction Multiply Accumulators 1 and 2 as Integers

>=|, <=| Compare Compare Integer

A, AN Bit logic instruction And, And Not

0O, ON Bit logic instruction Or, Or Not

= Bit logic insfruction Assign

INC Accumulator Increment Accumulator 1

BE, BEC Program Control Block End and Block End Conditional

LT Load / Transfer Load and Transfer

SE Timers Extended Pulse Timer




R -

O

S1 | O Start S3 | O Start

S2 | O Stop S4 | O Stop

MOTOR_ON
System Component Absolute Symbol Symbol Table
Address

Push Button Start Switch 1.1 S1 1.1 S1
Push Button Stop Switch 11.2 S2 1.2 S2
Push Button Start Switch 11.3 S3 113 S3
Push Button Stop Switch 114 S4 114 $S4
Sensor 11.5 S5 115 S5
Motor Q4.0 MOTOR _ON Q40 MOTOR ON




Absolute Program Smbolic Prggram

O 111 O $1

O 113 O S3

S Q40 S MOTOR_ON

O 112 O 82

O 114 0O S4

ON 115 ON S5

R Q40 R MOTOR ON

STL Explanation

0 I 1.1 //Pressing either start switch turns the motor on.

0 I1.3

S Q 4.0

0 I 1.2 //Pressing either stop switch or opening the normally closed contact at
//the end of the belt turns the motor off.

0 I 1.4

ON I1.5

R Q 4.0




Interdependencies

* Links between SCADA and DCS — for example power
generation (DCS) linked with power distribution
(SCADA).

* Interdependencies between critical infrastructure
sectors — for example water treatment systems
reliant on Grid.

* Possibilities of cascading failures.



Interdependencies, contd
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From: SM Rinaldi et al: Identifying, understanding, and analyzing critical infrastructure
interdependencies, IEEE Control Systems Magazine, 21(6), 2001.



Interdependencies

* Physical — rail and coal-fired generation
* Cyber — SCADA and controlled system

* Logical — not physical, cyber or geographic; for
example electricity distribution and finance sector

* Geographic — interdepence as a result of proximity



Interdependencies, contd

Acute Water
Health Utilities
Sector Cessation Potential Sector
of elective water
Challengesto  and non- quality Mutual aid
i . some emergency issues toprovide rici
Primary & diagnostic cases alternative Electricity
Community Continuity of services supply
cold chain
drug storage Potential
- water
Distress for ?otent!al rise pumping
MH patients in admissions issues in
(vulnerable) buildings
Dependencies on Revert
equipment at manual Emergency Impactto
Impact on home systems Generator] Bhwater :pcr;ased ﬁ;ed
¥ ine deman
- . Systems  pumping Telecoms
Community Reduced ability Hesaal';h;nd e ey Mobile base
e ’ > Implementation
toheat/cool | oss of electronic issues stations fail of demand
home transactions and (hours) management
ability to obtain . VOIP, DECT
Risein food cashfrom ATMs Sa:‘eutrys:;sgu:;dfor and Internet ~ Unable torecharge mobilg
safetyincidents P TR Electricity likely to fail phones and Airwave terminals
Impacts to Failure
Challenges in - Emergency Likely changes X
communicating g\ar:(gfactuzng, H&Sissues for Generator in demand Staff H&S issues
anking an
with residents Ieisureg schools Systems kick in profile
i Loss of
and businesses Failure of stszznger Security barriers and AT
Difficulties in automatic | o systems theft prevention commurglicatin
Largescale communicating flood systemsfail o) . Hng
i helter 5 0ssibly with oncoming
evacuation or she tel\ ptween schools protection Trainesto i
Local may be required e systems R P retrieyl Emergency
. - Retail fuel lectroni Services
Authorities Variability i Mor}ltonng stops ::t rone
d ariability in equipment — a Sector
rti busi i
- continuty plans M nableto  dffctes gl
Businesses sendFlood  with fleet in Zeman% iF:lcidents
fxlej Trapped profile
Additional problems notifications passengers Impa.cts on
may be caused by national
limitations of working . . transport
during natural light . L|m|ted.tra|n
Relocation to Airport service
alternative diversion resumes
sites possible
Climate and Transport

Environment Sector

From: Anytown: Final Report

A DEFRA funded project - Community Resilience Funding for Local Resilience Forums in England
Matthew Hogan, London Resilience Team

Sector



Interdependencies, contd
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Interdependencies, contd
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Interdependencies, contd
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Another view:

First-Order Effects Second-Order Effects Third-Order Effects
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UK Power Outage, August 2019

* Lightning strike on transmission circuit at 4.52pm
on Friday 9 August — return to normal operation
after 20 seconds

e Off-shore windfarm and gas powered station both
reduced supply — loss of 5% (1GW) capacity

* 1.1M customers without power for 15-50 minutes

* Trains stopped on SE rail —a number of cases,
engineers were required to restart

e Other critical facilities affected — for example
Ipswich hospital and Newecastle airport.



|CS Design Considerations

* Control Timing Requirements
e Geographic Distribution

* Hierarchy

* Control Complexity

* Availability

* Impact of Failures

e Safety
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Field Units

...........................

CO mMmm S :,'_:II:IIIIII:‘II:_'_‘.‘_‘_'_‘_'.‘_‘.'_‘_
Topology et
For _Q_— T

_____________________________________________

SCA DA SCADA!Server i i
Systems [] a a0

Sub-SCADA
Server (MTU)

From NIST sp 800-82 (r3): Guide to Industrial Control Systems (ICS) Security



Example of Implementation
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Rail Monitoring and Contro
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PLC Control System Example
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Building Automation Systems
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Physical Access Control Systems
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Safety Instrumented Systems
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Modbus TCP/IP

* Protocol Data Unit (PDU) and Application Data Unit
(ADU)

 The ADU consists of an Address, PDU and Error
Check

* PDU format: Transaction ID, Protocol ID, Length,
Unit ID, Function Code, Data

* Read, Write, Diagnostic codes

* Vulnerabilities: Identification, MITM,
undocumented Function codes



Ethernet/IP

e Built on Common Industrial Protocol (CIP)

* CIP packet structure: Command, Length, Session
handle, Status, Sender context, Options, Command
specific data

* Vulnerabilities: Identification, MITM,
undocumented commands



DNP3

* Distributed Network Protocol
e Data Link Layer — source and destination

* Transport Control Layer — fragmented packets
sequence

* Application Layer — Function codes
* Read, Write, Delete, Restart
* Vulnerabilities: Identification, Fuzzing



Siemens S/comms

* Proprietary protocol
« S7STP CPU

e S7 Identification

e S7 Password Brute Force



Countermeasures

* Keep firmware up to date

* Strong Network Segmentation and Network
Security

* Password Brute-Force Countermeasures to prevent
attacker from being able to gain access to password
files



|CS-CERT Advice (based on
2013/2014)

Seven Strategies to Defend ICSs

Implement Application
Whitelisting — 38%

Implement Secure
Remote Access - 1%

Ensure Proper
Configuration/Patch
Management — 29%

Reduce your

Monitor and Attack Surface

Respond - 2%

Area — 17%
Manage Build a Defendable
Authentication — 4% Environment — 9%

INDUSTRIAL CONTROL SYSTEMS
CYBER EMERGENCY RESPONSE TEAM



