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50 years of Development

• Digital Equipment Corporation PDP11
• 32Kword/64Kbyte Core Memory
• Single platter disk with 5.2Mbyte capacity
• No internet

• Apple iPhone XS
• 256 Gbyte Semi-conductor memory 
• WiFi, Bluetooth, Mobile network



And the volume 
of data that we 
generate keeps 
growing:



Cyber Security

“The  protection of information systems 
(hardware, software and associated 
infrastructure), the data on them, and the 
services they provide, from unauthorised access, 
harm or misuse. This includes harm caused 
intentionally by the operator of the system, or 
accidentally, as a result of failing to follow 
security procedures.”
Various NCSC documents, 2016 onwards



Cyber Security

“The  protection of internet connected systems, 
the data on them, and the services that they 
provide, from unauthorized access, harm or 
misuse”
NCSC, Third Annual Report, 2019

Alternatively, the 800+ pages of www.cybok.org

http://www.cybok.org/


The CIA Triad

• Confidentiality: protecting information from 
unauthorized access.

• Integrity: maintaining and assuring the 
accuracy and completeness of data 
throughout its lifetime.

• Availability: ensuring that information is 
available when it is needed.



Or, The Parkerian Hexad

• CIA plus
• Authenticity: relating to veracity of the 

provenance of the information.
• Control: concerning the possession of the 

information.
• Utility: concerning the usefulness of the data 

(for example a breach of utility would be the 
loss of the key for encrypted data).



Threat Actors

• Cyber Criminals
• State Actors
• Terrorists
• Hacktivists
• Script Kiddies

• Insiders



Vulnerabilities

• Expanding range of devices
• Poor cyber hygiene and compliance
• Insufficient training and skills
• Legacy and unpatched systems
• Availability of hacking resources



August 2022 Attacks from 
Hackmageddon.com (306 events)



August 2022 contd.
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Ransomware
Prevention & recovery

Following this advice can reduce the likelihood of you becoming a victim of ransomware.
Ransomware makes your data or computers unusable and asks you to make a payment to 
release it. If your computer is already infected with ransomware, we've included some useful 
recovery steps below. For more information, please refer to www.ncsc.gov.uk/ransomware .

Don't be blackmailed -
keep a backup!

What to do if
you are infected

If you have a recent backup of
your most important files,
then you can't be blackmailed.

If your computer has been
infected by ransomware (or any
type of malware), you should:

Make regular backups of your most
important files (such as photos and
documents), and check that you know how to
restore the files from the backup. If \RX¶Ue
unsure how to do this, you can search online.

+
Open your antivirus (AV) software, and run a
full scan. Follow any instructions given. If your
AV caQ¶W clean your device, you'll need to
perform a 'clean re-install', which will remove all
your personal files, apps and settings. If \RX¶Ue
unsure how to do this, you can search online
using another device, or ask family and friends.

Make sure the device containing your
backup (such as an external hard drive
or a USB stick) is not permanently
connected to your computer.

What is
ransomware?

Restore your backed-up data that you have kept
on a separate device (such as USB stick,
external hard drive) or cloud storage. Do not
copy any data from the infected computer.

Turn on auto-backup so that data on your
smartphone is automatically copied to the
cloud. This means you'll be able to
recover your data quickly by signing back
into your account from another device.

Ransomware is malicious software
that prevents you from accessing your
computer (or data that is stored on your
computer).

If you receive a phone call offering help to clean
up your computer, hang up immediately (this is
a common scam).

.

If your computer is infected with
ransomware, the computer itself may
become locked, or the data on it might
be stolen, deleted or encrypted.

Anyone who thinks they may have been subject
to a ransomware attack should contact Action
Fraud (www.actionfraud.police.uk).
Organisations should call 0300 123 2040. In
Scotland, contact the police by dialing 101.

Protecting your
data and devices

.

Normally you're asked to make a
payment (the ransom), in order to 'unlock'
your computer (or to access your data).

The following steps will reduce
the likelihood of your devices
being infected with ransomware. Should I pay

the ransom?
.

However, even if you pay the ransom,
there is no guaranteethat you will get
access to your computer, or your files.
This is one of the reasons why it's
important to always have a recent
backup of your most important files and
data.

Keep your operating system and apps up to 
date. Apply software updates promptly to help 
keep your device secure. This includes 
protection from ransomware and other types of
virus. Set updates to happen automatically, so 
\RX dRQ¶W fRUgeW.  
Make sure your antivirus product is turned on
and up to date. Windows and macOS have built
in malware protection tools which are suitable
for this purpose.

+

Avoid downloading dodgy apps. Only use
official app stores (like Google Play or the
Apple App Store), which provide
protection from viruses.© Crown Copyright 2020

!

!

www.ncsc.gov.uk @NCSC National Cyber Security Centre @cyberhq

Law enforcement do not
encourage, endorse, nor condone the payment of 
ransom demands. If you do pay the ransom:
• there is no guarantee that you will get access to your 

data or computer
• your computer will still be infected
• you will be paying criminal groups
• you're more likely to be targeted in the future
If you have paid any extortion demands you should 
report this to your local police force.



Wannacry

• Worm and Ransomware
• CVE-2017-0144 and CVE-2017-0145: both 

allowing remote attackers to execute arbitrary 
code exploiting a vulnerability in Windows 
SMBv1 servers (network file sharing).

• Ransom $300-$600 paid in bitcoin



WannaCry



WannaCry



Devices 
connected 
to the 
Internet

• 2020: 50B(???) devices
• Over half are IoT devices and 

that is growing by about 4B(???) 
per year

• 2030 estimates: 125B(???) to 
500B(???)

• The majority of these devices 
will be deployed in cyber-
physical systems

• Industrial Control Systems (ICS) 
are an extreme example



Critical infrastructure systems

• Water treatment/distribution

• Smart grid, energy, power 

• Health 

• Manufacturing, production facilities

• Transportation 

• Oil, gas 

• Telecommunications

• Others





Other potential 
consequences

Cyber security is vital!



Some 
security 
management 
challenges

• Most critical systems are cyber-physical

• OT’s replacement cycle differs to that of IT 
systems (e.g. industrial vs office-like systems)

• Operation 24/7 (maintenance planning)

• Legacy equipment and machinery

• Patching systems is not always possible 
(downtime, regulations, checks)

• Geographically dispersed

• Increased exposure to the Internet

• Criticality analysis, security prioritisation



A change of emphasis ...
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... not forgetting: Maintainability, Reliability and Safety 

Espionage

Sabotage



What can go wrong.

• https://www.youtube.com/watch?v=fJyWngDco3g

https://www.youtube.com/watch?v=fJyWngDco3g


Colonial Pipeline Attack

• Ransomware attack on 7 May 2021
• Ransom of $4.4M paid
• Attributed to DarkSide hacking group
• Pipeline restarted 12 May 2021
• $2.3M recovered 

Image from BBC website



NIST Framework



CISA Alert AA21-131A -
Mitigations

• Multi-factor authentication
• Spam filters
• User education and training
• Network filters
• Software patching
• Limit network access
• Regular scans
• Unauthorised execution prevention



CISA Alert AA21-131A -
Containment

• Network segmentation between IT and OT
• Organise OT into logical zones
• Identify inter-dependencies between IT and OT
• Test manual controls
• Backups
• Limit user and process accounts – least privilege 

and separation of concerns



CISA Alert AA21-131A - Recovery

• Isolate infected system
• Turn off other computers and devices
• Secure back-ups



Common attacks
Buffer overflow:

#include <stdio.h>

int main()
{

int x = 0;
char buffer[6]; //allocate 6 bytes
gets(buffer); //grab some input
printf(“%i\n”, x);
return 0;

}



From: heartbleed.com



Common attacks

• Injection attacks (data as code):
UPDATE user SET password = sha1(‘$pwd’)

WHERE username = ‘$usr’ AND password = sha1(‘$old_pwd’)

$pwd set to mypass

$usr set to myuser’ OR 1=1 - -

UPDATE user SET password = sha1(‘mypass’)
WHERE username = ‘myuser’ OR 1==1 - - ‘ AND password = 

sha1(‘$old_pwd’)



From
danielmiessler.com



UK Cyber Essentials Scheme

• Use a firewall to secure your internet connection 
• Choose the most secure settings for your devices 

and software
• Control who has access to your data and services
• Protect yourself from viruses and other malware 

(anti-virus, whitelisting, sandboxes)
• Keep devices and software up to date
• cyberessentials.ncsc.gov.uk


